Encrypted E-Mail in Office 365

What is encrypted E-Mail?

When you send an encrypted email, the message gets encrypted which ensures that no one
except for the intended recipient can read its contents. This provides additional security when sending
sensitive information over the internet.

Who can send and receive encrypted E-Mails?

Anyone with an active NSU email account (@nova.edu or @mynsu.nova.edu) is allowed to
send an encrypted email to any external recipient. An external recipient is any E-Mail address that
does not belong to NSU, such as @gmail.com, @yahoo.com, etc.

How do | send Encrypted E-Mail?

You now have two ways of sending an encrypted email, you can still use the old
method by including one of the following words in either the message subject or body:
{encrypt} or [encrypt] or #encrypt. This is the way you have been doing it currently or
you can also please look at the screenshots below and see what you can click to make
your message encrypted within the Outlook Program and Outlook Online

First here is the way you would do it using the method you are already use to this way can also still be used
with the new encryption method.
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New Encryption Method
Outlook Client

& 9

File Message Insert Options Format Text Review Help @ Tell me what you want to do

L/

[[] Request a Delivery Receipt s

Save Sent Delay  Direct
ltem To ~ Delivery Replies To

Permission  Use Voting
< Buttons ~

O Request a Read Receipt
Show Fields Set permission on this item are Options ]
Mova Southeastern University »
Mova Southeastern University b |« Unrestricted Access
Encrypt-Only

Do Mot Forward

Outlook Web Client

> Send [ Attach v Encrypt  [W Discard

& Encrypt: This message is encrypted. Recipients can't remove encryption. | permissions | Remove encryption

Change permissions

Choose how recipients can interact with this mes:

Encrypt e

Do Mot Forward

Encrypt




How does the recipient view an encrypted E-Mail?

When the recipient receives the email, they will need to click on the link that
states “Read the message”

Recipient View of Encryption Inbox x

fome =

@nova.edu) has sent you a protected message.

a

Read the message

Encrypted message from Nova Southeastern University secure messaging
system

This message is confidential for the use of the addressee only
Privacy Statement

Email encryption powered by Office 365, Learn More
Microsoft Corporation, One Microsoft Way, Redmond, WA 98052
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After selecting the “Read Message” option the user is greeted with an option to
sign in with their Google or Yahoo account. They also have an option to use a onetime
passcode to gain access to the message. Based on the options you chose when
encrypting the message, the user may or may not have the permissions to forward the
message to other recipients. Below are screenshots that show the process that was just
explained above:

@nova.edu has sent you a protected message @nova.edu has sent you a protected message
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One-time Passcode

If you choose the one-time passcode option, an email will be sent to you with a passcode.

We sent a one-time passcode to Nova_Test@hotmail.com.

Please check your email, enter the one-time passcode and click continue.
The one-time passcode will expire in 15 minutes.

One-time passcode

[ This is a private computer. Keep me signed in for 12 hours.

@ Continue

Didn't receive the one-time passcode? Check your spam folder or get another one-time
passcode.



Here is an example of what the one-time passcode email should look like.

Your one-time passcode to view the message

0 Microsoft Office 365 Message Encryption <MicrosoftOffice365@messaging.microsoft.com>
-~ . Q v

Thu 9/21/2017 8:52 AM

o: Nova_Test@hotmail.com A

Here is your one-time passcode

17133020

To view your message, enter the code in the web page where you requested
it.

NOTE: This one-time passcode expires 15 minutes after it was requested.

Don't want to use one-time passcode every time you get a protected
message? Use your email address to create a Microsoft account

Notes: Please remove any digital signatures before attempting to send an encrypted email. In
addition, please make sure your web browser is up to date.

If you are having issues with sending or receiving encrypted emails, please contact Help Desk at
954- 262-0777, or via email help@nova.edu



